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it UOB

THONG BAO BAO MAT
(Danh cho ca nhan)
(English version below)

Ngan hang TNHH M6t thanh vién United Overseas Bank (Viét Nam) va g:éc,té chirc cé lién quan clia ngan
hang (goi chung la “UOB” hoac “ching t6i”) ton trong sw riéng tw va c6 gang bao vé di liéu ca nhancua
Quy khach trén co sé& tuan thd quy dinh cla phap luat Viét Nam.

Chung t6i sé chi thu thap va st dung di liéu ca nhan ctia Quy khach phu hop véi quy dinh cla phap luat
Viét Nam (bao gébm Luéat s6 91/2025/QH15 ngay 26 thang 6 nam 2025 vé bao vé dir liéu ca nhan, Nghi
dinh 356/2025/ND-CP ngay 31 thang 12 ndm 2025 quy dinh chi tiét mot s diéu va bién phap thi hanh Luat
bdo vé di¥ liéu ca nhan (trong day dwoc goi chung la “Phap Luat Bao Vé Dir Liéu Ca Nhan”) (nhv dwoc
stra d6i, bd sung hodc thay thé tuy tirng thei diém), Théng Bao Bao Mat nay va cac diéu khoan vé sw riéng
tw trong (cac) théa thuan ctia Quy khach véi chung toéi.

Théng Bao Bao Mat nay 1a moét phan cla cac diéu khoan va diéu kién diéu chinh méi quan hé gitra Quy
khach va chang t6i (ké ca Cac Diéu Khoan va biéu Kién Diéu Chinh San Phdm va Dich Vu Tai Khoan, Thé
Ghi No UOB, Ban Cac biéu Khoan Va Diéu Kién Cla Thé Tin Dung UOB, Ban Cac Dbiéu Khoan Va biéu
Kién Cuaa Tai Khoan Tin Dung Linh Hoat UOB CashPlus va béat ky tai liéu c6 lién quan nao ma trong dé
Théng Bao Bao Mat nay dwoc dan chiéu tdi) (goi chung la “Cac Piéu Khoan va Diéu Kién”) va nén duoc
doc cuing v&i Cac Piéu Khoan Va biéu Kién dé. Bang viéc ding ky st dung hodc st dung cac san pham
ho&c dich vu cta ching t6i hodc bang viéc cho phép chuing téi st dung di¥ liéu ca nhan ctia Quy khach,
Quy khach xac nhan rang Quy khach da doc va hiéu Thong Bao Bao Mat nay.

Théng Bao Bao Mat nay giai thich:

e Loai di* liéu ca nhan ma chung t6i thu thap va cach thirc ma chung t6i thu thap dir liéu ca
nhan;

e  Cach thirc va muc dich ching téi xt ly di¥ liéu ca nhan ctia Quy khach;
e Cac bén dugc chung toi tiét 10 di¥ lieu ca nhan;
e Thoi diém bat diu va két thuc x&r ly div liéu ca nhan cla Quy khach;

e Cac quyén va nghia vu clia Quy khéach lién quan dén di¥ liéu ca nhan ma chung t6i thu thap;
va

e Hau qua, thiét hai khéng mong mudn c6 kha nang xay ra trong qua trinh xt ly di¥ liéu ca nhan
clia Quy khach.

Dé tranh nham 1an, Théng B4o Bao Mat nay chi ap dung cho cac c& nhan. Cho muc dich ctia Théng Bao
Bao Mat nay, “di liéu ca nhan clia Quy khach” bao gébm di¥ liéu ca nhan cla khach hang hoéc dir liéu ca
nhan cla bat ky ca nhan nao dwoc khach hang cung cp cho UOB, hodc dwoc nhan hodc thu thap bdi
UOB cho cac muc dich dwgc quy dinh trong day. Bang viéc cung cap di¥ liéu ca nhan lién quan dén mot
bén th& ba (chang han nhw thdng tin cla ngwdi phu thude, vo/chdng, con cai va/hodc cha me, ban bé,
bén thu hwdng, luat sw, ddi tac, ngudi lién hé trong trwdng hop khan cip hodc ca nhan khac cia Quy
khach) cho ching t6i, Quy khach tuyén bb va bdo dam rang Quy khach da cé duoc sy ddng y cla bén
th& ba do cho viéc x ly (bao gdm nhwng khéng gi¢i han & viéc thu thap, st dung va tiét 16) cac di liéu
céa nhan cho cac muc dich dwoc néu tai van ban nay. Bén canh do, Quy khach déng y béi thuwong va gilr
cho chung téi khéng bi tén hai bdi bat ky trach nhiém, tén that hoac thiét hai nao phat sinh tir viéc Quy
khach khéng tuan tha nghia vu thu thap sy déng y d6 tir bén thir ba lién quan dén nhirng di liéu da duoc
cung cép.

Chung téi hanh ddng véi tw cach 1a bén kiém soat va x& ly di liéu ca nhan déi véi di liéu ca nhan ma
chung téi thu thap dwoc tr Quy khach hodc thu thap dwoc trong subt qué trinh chiing t6i giao dich vé&i Quy
khach. Didu nay c6 nghia rang ching tdi quyét dinh muc dich va phwong tién xt ly di liéu ca nhan va khi
hanh dong véi tw cach 1a bén x&r ly di¥ liéu ca nhan, ching téi sé truc tiép x& ly di¥ liéu ca nhan cta Quy
khach.

1. Loai dir liéu ca nhan ma chung t6i thu thap va cach thirc ma ching téi thu thap dir liéu;

1.1 Dé chung tdi c6 thé thye hién cac muc dich x& ly di liéu dwoc néu tai Muc 2 - Cach thirc va muc
dich chung t6i xtr ly di¥ liéu ca nhan cta Quy khach, chung t6i, va bén xt ly dir liéu ca nhan ma
ching t6i thué tuy tirng thoi diém, co thé can phai va/hoac dwgc yéu cau phai thu thap, phan tich,
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tbng hop, ma hda, gidi ma, chinh slra, xéa, hly, khtr nhan dang, cung cép, céng khai, chuyén giao
ho&c thuc hién cac hoat dong khac tac dong dén (goi chung la “xtr ly”) di¥ liéu ca nhan, bao géom
cac dir liéu duwdi dang ky hiéu, chir viét, chi¥ s8, hinh anh, am thanh hoéc dang twong ty trén moi
trwdng dién t& (dir liéu sd) hodc thong tin dwdi dang khac hodc & méi trwérng khac, c6 lién quan
mot cach truc tiép hoac gian tiép dén Quy khach va/hoac cac giao dich ma Quy khach thwc hién
véi ching t6i. Chung toi, véi tw cach 1a mot t chire tin dung, va bén kiém soat va xt ly div liéu ca
nhan, va bén x ly di¥ liéu ca nhan ma chung tdi thué tuy tirng thoi diém, c6 thé xr Iy cac loai div
liéu ca nhan vé& Quy khach hodc bén th&r ba c6 lién quan dén Quy khach, trong d6 cé nhiéu dir
liéu la div liéu ca nhan nhay cam, bao gém nhwng khong giéi han:

(i)

(xxiii)

Ho, chir dém va tén khai sinh, va cac tén goi khac (néu co);

Ngay, thang, nam sinh; ngay, thang, ndm chét hodc mét tich;

Gidi tinh;

Noi sinh, noi dang ky khai sinh, noi dang ky thwdng tra, noi dang ky tam trd, noi & hién
tai, qué quan, dia chi lién hé;

Quéc tich;

Hinh anh cta c& nhan; théng tin cé dwoc tir cac hé théng an ninh (k& ca ban ghi lai hinh
anh clia Quy khach trén may quay giam sat — CCTV;

Sé dién thoai, sb dinh danh ca nhan, sé ho chiéu, sb gidy phép lai xe, sb bién sb xe;
Tinh trang hén nhan;

Théng tin vé méi quan hé gia dinh (cha me, con, vo chéng);

Théng tin vé tai khoan sé cla ca nhan;

D [iéu theo doi hénh vi, hoat déng st dung dich vu vién thdng, mang xa hdi, dich vu
truyén théng tryc tuyén va cac dich vu khac trén khéng gian mang;

Chi tiét truy cap cac trang thdng tin dién t&r va (rng dung cua chung t6i, bao gdm nhung
khoéng gi¢i han & dir liéu vé vi tri, di¥ liéu vé giaq théng va dir liéu vé lién lac khac (nhw
dia chi giao thirc internet (dia chi IP)), va cac ngudn thong tin dwoc truy cap;

Thong tin‘thé ngan hang, di¥ liéu dwoc tao 1ap tir két qua van hanh thé hoac tai khoan thé,
di liéu ve cach thire khach hang quan ly va spJ dung thé; hanh vi, hanh dong, hoac s&
thich cta khach hang dwoc thé hién trén cac nén tang k¥ thuat so;

Di liéu tiét 16 ngudn gbc chiing tdc, ngudn gbc dan toc;

Quan diém vé chinh tri, tén gido, tin nguwéng;

Théng tin vé ddi sdng riéng tw, bi mat ca nhan, bi mat gia dinh;

Tinh trang strc khoe;

D liéu sinh trdc hoc, d&c diém di truyén;

D liéu vé toi pham, vi pham phéap luat dwoc thu thap, lwu trir bdi cac co quan thwe thi
phap luat;

Vi tri clia ca nhan dwoc xac dinh qua dich vu dinh vi;

Théng tin tén dang nhap va mat khau truy cap tai khodn dinh danh dién t& cGa ca nhan;
hinh anh thé can cwéc, thé can cwdc cong dan, chirtng minh nhan dan;

Tén dang nhap, méat khau truy cap cua tai khodn ngan hang; théng tin thé ngan hang, div
liéu ve lich st giao dich cua tai khodn ngan hang; thong tin tai chinh, tin dung va cac thdng
tin vé hoat dong, lich st giao dich tai chinh, chirng khoan, bao hiém cta khach hang tai
cac td chirc tin dung, chi nhanh ngan hang nwéc ngoai, td chirc cung tng dich vu trung
gian thanh toan, chirng khodan, bao hiém, cac td chirc dwoc phép khac;

Hé thdng thong tin lién lac (k& ca dién thoai, cac héi thoai qua dién thoai ¢é dinh va dién
thoai di dong, thw dién tr, tin nhan tlrc thoi, phong tro chuyén, fax va cac phqug tién lién
lac dién tlr khac) gitba Quy khach, nguoi dai dién dugc phép, daily va nha thau cla Quy
khach v&i nhan vién, dai ly, bén tw van, nha thau hodc nhan sw khac clia chung téi va cac
ca nhan khoéng thuéc UOB (vi du nhw nhan vién cla khach hang ctia ching toi);
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1.2

(xxiv)  Céc di¥ liéu khac co lién quan dén viéc cung cap cac san pham va dich vu clia ching toi
(bao gom ca div liéu ca nhan duo’g phap luat quy dinh can gilr bi mat hoac can p() bién
phap bdo mat chat ché), nhw co thé dworc trao doi véi Quy khach tay tirng thoi diém.

Chung tdi, va bén x ly di liéu ma chang téi thué, co thé thu thap nhirng di¥ liéu nay tir Quy khach
khi Quy khach dang ky, hodc trong qua trinh ching t6i cung cap cho Quy khach, bat ky san pham
va dich vu nao cla chung t6i, va tlr nhiéu nguén da dang, bao gém nhwng khoéng gi¢i han &:

(i) thdng qua quan hé gitra Quy khach va chung t6i, vi du nhw thédng tin ma Quy khach cung
cép trong cac don ding ky hodc cac tai liéu bd tic cho don dang ky, khi Quy khach st
dung céac san pham hoac dich vu cla chang tdi, khi tham gia cac khao sat, cac cudc thi
va chwong trinh khuyén mai danh cho khach hang, va trong qua trinh danh gia tai chinh;

(ii) théng qua lién hé trao dbi bang I&i néi va van ban ctia Quy khach véi ching téi va/hoac
céac dai ly dwoc uy quyén clia ching toi;

(iii) tr cac nha cung cép, bén cung cép dich vu, di tac, thwong nhan cla ching téi va cac
bén tht ba, bao gdbm nhuwng khéng gi¢i han & bén thuwc hién khao sat, truyén théng mang
x& hoi, tiép thi, tham chiéu tin dung, ngan ngtra gian lan, tap hop di liéu; bén hé tro co
s& ha tang va phwong tién, va cac bén th&r ba khac lién quan dén hoat déng kinh doanh
cula chung toi;

(iv) tlr cac bén th&r ba c6 quan hé véi Quy khach, nhw ngwoi st dung lao déng, chu sé& hiru
tai khoan chung, bén bao Ianh, bén cung cap bién phap bao dam, déi tac, ddng quan ly
va déng cb dong;

(v) tir bat ky bén cung cép bao céo tin dung, bén cung cép tham chiéu tin dung va cac co
quan thudc chinh phu, hodc théng tin thu thap tir bat ky ngudn céng cong sén ¢, cac co
s& di¥ liéu thw muc, hoac co quan dang ky nao;

(vi) tr Ngan Hang Nha Nwéc Viet Nam hodc cac co quan cé thdm quyén khéc tai Viét Nam
hoac & nwéc ngoai;

(vii) théng qua cac doan phim lwu trik tir may quay giam sat (CCTV) tai cac chi nhanh/dia diém
hoat dong cla chung t6i;

(viii) tlr hoat déng phan tich vé cach Quy khach st dung va quan ly (céac) tai khoan/ tién ich
cta Quy khach tai Ngan hang, tir cac giao dich ma Quy khach thuc hién va tir khoan thanh
toan dworc thwe hién tiv/den (cac) tai khoan/tién ich ciia Quy khach;

(ix) thdng qua cac tap tin dwoc tao ra bai trang thong tin dién tir ma Quy khach truy cép
(cookie) hoac cac thiét bi/ cong cu giam sat tvong tu;

(x) Théng qua céc trang thong tin dién tl, céng thong tin dién t&, trng dung;

(i) tr Trung Tam D@ Liéu Quéc Gia; va/hodc

(xil)  t ngudn di¥ liéu m&, ngudn cla bén thir ba, la ngudn ma Quy khach da dong y cho viéc
thu thap di¥ liéu, hoac ngudn ma viéc thu thap dir liéu dwgc phap luat yéu cau hoac cho
phép.

Chung t6i chi thye hién nhirng hoat ddng néu trén trong pham vi phap luat ap dung cho phép nhém
phuc vu cac muc dich hop phap hoac cac muc dich khac ma phap luat cho phép hoac yéu cau.
Chung t6i thu thap div liéu ca nhan va cac div liéu khac vi mot s ly do bao gém nhwng khéng gidi
han &: (a) cho muc dich ghi chép lai; (b) tuan tha quy dinh phap luat hién hanh; (c) tuan tha cac
tha tuc va chinh sach noi bo; (d) tao diéu kién cho viéc quan ly va hé tro; (e) hd tro muc dich bao
mat, phong ngtlra t6i pham va chéng gian lan; va (f) diéu tra hodc phat hién viéc st dung trai phép,
st dung sai hodc lam dung céc dich vu, hé théng hodc tai liéu khac ctia ching toi.

Cach thirc, muc dich va co s& dé chlng t6i xt ly di¥ liéu ca nhan cua Quy khach
Chung t6i, va bén x( ly di liéu ma chung t6i thué, co thé xr ly di¥ liéu ca nhan cta Quy khach vi
mdt hoac nhiéu muc dich sau day:

Muc dich Hoat dong xtr ly Coséxwrly

2.1 Phuc vu cac nghiép vu () dé xac minh danh tinh va Cac hoat déng xtr ly di¥ liéu
thiét yéeu vé ngan hang thwe hién quy trinh kiem tra | cd& nhén dwoc thwc hién
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ly lich, bao gébm cac quy
trinh xac thyc va sang loc;

(i) dé kiém tra ddi chiéu véi
b4t ky danh sach “Khéng
quang cao” hoadc cac co s&
d liéu lién quan khac (néu
co);

(i) @& danh gia va xt ly (cac)
don dang ky/yéu cau cla
Quy khach doéi voi bat ky
san pham hoéc dich vu ndo
dwgc chung toi cung cép
ho&c phan phéi (bao gébm
nhwng khoéng gi¢i han &
nhirng san pham cla bén
the ba chang han nhw cac
hop ddng bao hiém);

(iv) dé& danh gia tinh trang tai
chinh ctia Quy khach théng
qua tham tra tin dung;

(v) dé thdm tra, xay dwng va
danh gia do tin cay vé tin
dung cla Quy khach, dé
thwc hién hoat dong chadm
diém, xép hang tin dung,
danh gia thong tin tin dung,
danh gia mc do tin nhiém
vé tin dung;

(vi) dé& chung téi cé thé can
nhéc viéc cung cép hoac
tiép tuc cung cip bat ky san
pham hodc dich vu nao cla
chung téi dén Quy khach.

nham tuan tha cac quy dinh
hién hanh ctia phap luat Viét
Nam, bao gdm Luat céc t6
chire tin dung, Luat phong,
chéng rra tién va cac van
ban hwéng dan cé lién quan.
Cac hoat dong xt ly di¥ liéu
nay la hop phap va chi dwoc
thwc hién khi that sy can
thiét.

Céac nghiép vu nay la can
thiét nham cho phép chung
t6i cung cap cac san pham
va dich vu ngan hang cho
Quy khach mot cach hiéu
qua theo yéu ciu clia Quy
khach va tuan tha cac quy
dinh phap luat hién hanh.

2.2 Tiép thi va quang céo

dé chia sé thong tin vé wu dai va
cac chwong trinh khuyén mai
lién quan dén san pham, dich vu
hodc sy kién tr UOB va cac déi
tac kinh doanh ctia chung t6i ma
Quy khach c6 thé quan tam.

Chung toi c6 thé lién hé véi Quy
khach dé cung cép thong tin vé
san pham, dich vy, chuwong trinh
khuyén mai hodc wu dai dac biét
théng qua cac kénh nhw email,
SMS, cubc goi dién thoai hoac
thw truc tiép. Cac cap nhat nay
dwoc gii dinh ky, thwdng khong
qua vai lan méi thang, tuy thudc
vao mirc d6 phu hgp cla cac
san pham hodc dich vu cia
chung téi v&i Quy khach. Quy
khach ludn c6 thé diéu chinh tuy
chon cGa minh hodc ti chéi
nhan nhirng théng tin nay bang
cach lam theo hwéng dan duoc
cung cap trong mdi tin nhan
hodc lién hé tryc tiép véi ching

Cac hoat déng xt ly di¥ liéu
ca nhan nay duoc thye hién
dua trén sy déng y ctia Quy
khach.
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toi.

2.3 Cung cap san pham va
dich vu theo théa thuan
v&i Quy khach

(i)

(ii)

(iif)

(iv)

(v)

(vi)

(vii)

dé quan ly va duy tri (cac)
tai khoan va trang thiét bi
ma Quy khach co6 véi
chung t6i;

dé cung cap/glri sao ke,
thw tin, thw hoac cac théng
bao khac dén Quy khach
hoac cac bén khac co lién
quan, va dé cap nhat théng
tin ca nhan ctia Quy khach;

dé nhap liéu, dé kiém tra
tinh day da va chinh xac
cla cac di liéu khach hang
duwoc nhap vao hé théng;

dé xac thuc Quy khach sao
cho Quy khach cé thé truy
cap cac tai khoan sb/dién
tr, dé& ca biét hoa trai
nghiém cGa Quy khach dbi
véi cac san phadm va dich
vu cla ching t6i, d& quan
ly viéc truy cap va tinh trang
thanh vién ctia Quy khach
v&i cac bén th&r ba co lién
quan;

dé ty dong dang ky Quy
khach vao cac trng dung ky
thuat sb dé quan ly thé va
tai khoan thé cua Quy
khach, bao gbébm nhuwng
khong gi¢i han & (rng dung
di dong, sao ké thé tin dung
dién tt, xac thwe sinh trac
hoc va cac gidi phap phat
hién gian lan st dung sinh
tréc hoc clia chung t6i;

dé quan ly va ghi am céac
cuéc goi va cac lién lac
thdong qua kénh dién ti voéi
Quy khach va cac bén thir
ba cé lién quan khac;

dé dbi qua thwdng, giao
qua tang, chuyén doi dam
thwdng;

(viii) @& tién hanh tam khoa,

(ix)

(x)

phong tda hodc dong
thé/tai khoan/giao dich;

dé bao vé hoac thuc thi cac
quyén clia chung t6i, bao
gdm nhung khéng giéi han
cho muc dich thu cac
khoan phi va 1é phi va thu
hdi bat ky khoan no nao
dang no chung tbi; va/hoac

dé thwe hién cac hoat dong

Chung t6i xtr ly di liéu ca
nhan clia Quy khach dé thuc
hién cac nghia vu ctia ching
tdi va Quy khach theo cac
thda thuan cung cip san
phdm hodc dich vu dwoc ky
két gitra chung t6i va Quy
khach.
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khac c6 lién quan dén viéc
cung cép, van hanh, xt ly
va quan ly ciia chung toi dbi
véi cac san phadm va dich
vu cho Quy khéach, va dé
phuc vu cac muc dich khac
ma chung t6i cho la phu
hop tai tirng thoi diém.

2.4 Thyc hién cac hoat déng
kinh doanh hop phap

(i)

(ii)

(iif)

(iv)

(vi)

(vii)

dé quan ly tét hon viéc kinh
doanh ctia ching téi va méi
quan hé ctia Quy khach vé&i
chung t6i (bao gém nhung
khdng gi¢i han viéc dao tao
nhan vién cla chung t6i);

dé hiéu rd hon cac nhu cau
dau tw va tinh trang tai
chinh hién tai va trong
twong lai cla Quy khach;

dé cai thién, tang cuwong,
ca nhan hoéa, va ca biét hda
cac san pham va dich vu
bao gém ca cac dich vu
trwe tuyén cla chung t6i va
dé phat trién cac san pham
va dich vu m&i;

dé quan ly cac dé nghi,
cudc thi, cac chién dich va
khuyén mai;

dé trd 16i cac cau héi va
khiéu nai ctia Quy khach va
dé giai quyét tranh chap noi
chung va bao vé chung toi
trwde cac khiéu kién;

dé thyc hién va tuan tha
cac thoa thuan hop déng
gilba chung t6i v&i cac bén
khac;

dé tién hanh nghién ctru thi
trwong, khdo sat va phan
tich di lieu lien quan dén
bét ky s&n pham hoac dich
vy nao do chung toi cung
cép (cho du dwoc tién hanh
b&i rieng UOB hodc cung
v@i cac bén khac) ma cé
th& lién quan dén Quy
khach;

(vii) 3¢ hop tac véi cac nha

(ix)

cung cap/cac bén cung cap
dich vu/cac bén ban cula
chang t6i vé nhirng van dé
lién quan dén Quy khach;

dé danh gia bat ky yéu cau
mua lai, tién hanh bat ky
giao dich mua lai hoac
chuyén giao viéc kinh
doanh va/hodc tai san,

Cac hoat dong xt ly di¥ liéu
ca nhan nay dwa trén sy
déng y ctia Quy khach hoac
sw can thiét dé thwc hién cac
nghia vu chung theo cac hop
dong vé san pham hoéc dich
vu ma chung t6i da ky két voi
Quy khach.

Pa phan cac hoat déng
duoc liét ké dong vai tro
quan trong trong qua trinh
chung t6i cung cap cac san
pham va dich vu ngan hang
ma Quy khach yéu cau, ciing
nhw ddm bao tuan thd cac
quy dinh phap luat va tiéu
chuén van hanh.
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(x)

(xi)

chuyén giao hodc chuyén
nhwong quyén, loi ich hodc
nghia vy theo (cac) hop
dong cla Quy khach véi
chuang t6i;

dé tao d@ liéu, bao céo va
thdng ké, phan hdi, cho
chung téi hoac cho cac bén
th& ba khac cé lién quan
cla chung t6i hoac trén co
s& yéu cau cta Ngan hang
nha nwdc hoac cac co
quan c6 thdm quyén hoédc
cac bén th&r ba khac cd lién
quan;

dé dap tng va tuan thu cac
chinh sach va tht tuc n6i bo
cua UOB.

2.5 Tuan thd theo quy dinh
cua phap luat hién hanh

(i)

(ii)

(iif)

(iv)

(v)

dé danh gia rai ro, phan tich
xu hwéng, théng ké, 1én ké
hoach, bao gdm nhwng
khdng gi¢i han phan tich
x@ ly div liéu vé thdng ké,
tin dung, rdi ro va phong
chéng rra tién, dé tao lap
va duy tri cac hé théng
ch&m diém tin dung, va dé
ra soat va duy tri dir liéu vé
lich st tin dung ca nhan;

dé duy tri sy chinh x&c cla
théng tin nhan biét khach
hang (KYC), d& phat hién,
ngdn ngtra, va diéu tra toi
pham, tan céng, hodc céac
vi pham, va viéc tién hanh
cac kiém tra phong chéng
riva tién, tin dung va ly lich
hodc cac kiém tra khac
theo yéu cau;

cho muc dich kiém toan,
quan ly rti ro va tuan tha;
dé dap ng va tuan tha cac
tha tuc hodc bét ky quy tac,
luat phap, quy dinh, quy tac
thwc hanh hoac cac huéng
dan, chi thi hodc yéu cau
dwoc ban hanh béi bat ky
tda an, co quan phap luat
hodc co quan quan ly nao
(ca trong nwéc va qudc té)
(bao gdm nhung khéng
gi&i han viéc tiét 16 thong tin
cho cac co quan quan ly,
thwe hién kiém tra, giam sat
hoé&c diéu tra);

hinh anh tr camera giam
sat (CCTV) nham dam bao
an toan céng céng va an

Cac hoat dong xt ly div liéu
céa nhan nay cla chung toéi
dwa trén viéc chang tbi tuan
tha cac quy dinh phap luat
hién hanh tai Viét Nam, bao
gdm Luat cac td chirc tin
dung, Luat phong, chéng
rira tién va cac hwéng dan
lién quan. Cac hoat ddng
nay la can thiét nhdm cho
phép chung téi cung cap céac
san pham va dich vu ngan
hang cho Quy khach moét
cach hiéu qua theo yéu cau
clia Quy khach va tuan tha
cac quy dinh phap luat hién
hanh.
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2.7

toan cho nhan vién cula
chung t6i; phat hién va
ngan chan cac hanh vi
dang ng¢&, khéng phu hop
hodc str dung trai phép co
s& vat chat, san pham, dich
vu va/hodc co s& cua
chang t6i; phat hién va
ngan chan hanh vi pham
t6i; va/hoac thuc hién diéu
tra cac sw cd; va/hodc

(vi) cho béat ky muc dich nao
khac dwoc yéu cau hoac
cho phép bdi bat ky luat,
quy dinh, hwéng dan
va/hodac bdi cac co quan
quan ly c6 thdm quyén.

2.6 D@ liéu Cookies

Mot tap tin dwoc tao ra bdi trang mang ma Quy khach truy cap (cookie) la moét tép van ban nhd
ma mot trang mang c6 thé glvi dén trinh duyét ctia Quy khach, ma sau do cé thé dwoc lwu triy trén
hé thdng ctia Quy khach. Chung téi str dung cookies trong moét sb trang clia chung toi dé thu thap
théng tin vé nhirng ngwoi dung trang mang ctia ching t6i (vi du, lwu lai cac tuy chon clia nhirng
ngwoi dung va ghi lai thong tin phién truy cap) va thdng tin ma chung t6i thu thap sé dwoc sir dung
sau d6 dé dam bao mirc do dich vu dwoc ca nhan héa cho nhirng ngudi dung ctia ching t6i. Quy
khach c6 thé diéu chinh cac cai dat trén trinh duyét ciia Quy khach dé Quy khach dwoc théng bao
khi nhan moét cookie. Trong truéng hop Quy khach mong muén tat cac cookies dwoc lién két véi
cac cdng nghé dé, Quy khach co thé lam diéu dé bang cach thay dbi cac cai dat trong trinh duyét
clia Quy khach. Tuy nhién, khi lam nhw vay, Quy khach cé thé khéng thé st dung mét sé chirc
nang nhét dinh hodc truy cap va mét sb (cac) phan nhét dinh trén cac trang mang cla chung toi.

Cac muc dich khac

Trr trwng hop phap luat cé quy dinh khac, ching t6i s& yéu cau sw dong y clia Quy khach truwéc
khi st dung di liéu ca nhan ctia Quy khach cho muc dich khac ngoai cac muc dich da dwgce néu
tai Thong Bao Bao Mat nay va tai cac diéu khodn bdo mat trong (cac) thda thuan ctia Quy khach
véi mot hodc nhiéu thanh vién cta Tap doan UOB.

Viéc tiét 16 dir liéu ca nhan cia Quy khach

Dé cung cép cho Quy khach cac sén pham va dich vu cla ching téi va dé quan ly va/hoac van
hanh cac san pham va dich vu d6, va/hodc dé phuc vu cac muc dich khac nhw dwoc mé ta & trén,
chung t6i co thé tiét 16 di¥ liéu ca nhan clia Quy khach hodc di¥ liéu ca nhan cta cac bén thr ba
c6 lién quan dén Quy khach, cho cac bén duwéi day:

(a) céac cong ty va/hodc céc td chire trong Tap doan UOB;

(b) cac cong ty va/hodc cac té chirc dong vai trd |a cac bén ban, cac bén cung cép, cac déi
tac, cac dai ly va/hodc cac cb van chuyén nghiép cla ching t6i, bao gdm nhwng khéng
gi¢i han & cac codng ty cung cép dich vu hanh chinh, thw ti, tiép thi qua dién thoai, ban
hang trwc tiép, trung tam dich vu dién thoai, quy trinh kinh doanh, du lich, thi thwc, quan
tri tri thire, quan tri nhan sw, xt ly di¥ liéu, cdng nghé théng tin, may tinh, thanh toan, thu
hdi no, tham chiéu tin dung va céac kiém tra ly lich khac, lwu ky, nhan tién g, thé nhya,
van thw, nghién ctu tri trwdng, quéng cdo, md hinh héa di liéu, dbi thwéng, lwu trir va
quan ly hd so, nhap liéu, sang loc trwdc va xac minh, phép ly, trang mang hoac phwong
tién truyén thong xa hoi, vién théng, gl tin nhan hodc glri thw dién ttr, két ndi mang, dién
thoai, co s& ha tang va hd tro' cong nghé, quan ly lwc lvong lao dong, bao cao rdi ro,
quyét dinh tin dung, an toan théng tin, bao tri phan mém va gidy phép, trung tam di liéu,
hoi thoai va hoi thao, va cac dich vu tw van, va/hodc cac dich vu khac cé lién quan dén,
hodc dé hd tro, cho viéc van hanh hoat doéng kinh doanh cua chung t6i;

(c) cac cb van clia Quy khach (bao gom nhung khong gidi han cac ké toan vién, cac kiém
toan vién, cac luat sw, cac co van tai chinh hodc cac c6 van chuyén nghiép khac) khi dworc
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(d)

(e)

()

(9

(h)

(i)

(k)
(0

(m)

(n)

(0)

(p)

cho phép b&i Quy khach;

bz:ét ky nguwoi nao dugc thdng bao bai Quy khach la dwoc cho phép Qé dwa ra cac huéng
dan hoac dé st dung (,céc) tai khoén/(céc)‘ tién ich hoac cac san pham hodac céac dich vu
thay cho Quy khach, ké ca nhirng nguwdi dong sé hiru tai khoan;

bat ky ngwdi nao dwoc chuyén nhwong trén thue té hodc duwoc dé xuét hodc mot bén th
ba ndo khac la két qua ctia bat ky viéc tai ciu trdc cac tién ich dwoc cung cip cho Quy
khach hodc ban cac khoan ng, hoac viéc ching t6i mua hodc ban bat ky cbng ty hoac tai
san nao;

cong an hoéc bat ky nhan vién céng vu nao tién hanh diéu tra lién quan dén bat ky vi pham
nao bao gdm céc vi pham bi nghi vén;

bat ky bén béo lanh hodc nha cung cip bdo mat nao déi véi (c4c) tién ich cung cép béi
chung t6i cho Quy khach;

bat ky t6 chirc xép hang, cong ty bao hiém hoac méi gidi bao hiém hodc nha cung cép
bao vé tin dung tric tiép hoac gian tiép;

bat ky tda an, trong tai hoac co quan c6 }hém quén’ nao, du la thuéc chinh phi hay co
quan co sw tham gia clia chinh pht cé tham quyén déi véi chung t6i;

Trung tdm Théng tin Tin dung Quéc gia Viét Nam hoac bat ky co quan hoac t6 chirc nao
khac dwoc thanh lap b&i Ngan hang Nha nwéc Viét Nam hodc bat ky co quan nao khac
c6 tham quyén doi véi chung t6i;

b4t ky co’ quan bao cdo tin dung hodc co’ quan tham chiéu tin dung nao;

bt ky t6 chirc tin dung, chi nhanh va dai ly ngan hang nwéc ngoai, td chire tai chinh,
thwong nhan, Hiép hdi Dich vu Quédc té VISA (VISA International Services Association),
Tb chirc Thé québc té MasterCard (MasterCard International Incorporated), cac hiép hoi
thé khac lién quan dén bét ky s&n pham va dich vu nao do chung t6i cung cp cho Quy
khach;

Trung Tam D@ Liéu Quéc Gia;

bat ky c& nhan, co quan c6 thdm quyén hodc co quan quan Iy hoc bén th(r ba ma ching
t6i dwoc phép hoac bat budc phai tiet 16 theo quy dinh phap luat cua bat ky quoc gia, hoac
theo bat ky hop dong hodc cam két nao khac gitra bén thir ba va chung tbi;

béat ky ca nhan nao c6 y dinh thanh toan bat ky khoan tién chwa thanh toan nao trong bét
ky (cac) tai khoan nao ctia Quy khach v&i ching toi; va/hoac

bat ky ca nhan cd lién quan dén viéc thyc thi hodc duy tri bat ky quyén ndo cta chung toi
theo (cac) théa thuan gitra Quy khach véi chung t6i hoac theo phwong cach khac,

ludn tuan tha bét ky quy dinh phap luat nao (ké ca cac quy dinh, huéng dan va/hoac nghia vu) ap
dung cho chang t6i (du & tai Viét Nam hay & nwéc ngoai), cho bat ky muc dich nao néu trén.

3.2 Ngoai ra, cac tb chirc riéng 1 thudc Tap doan UOB, thuong nhan va déi tac chién Iugc clia chung
t6i c6 thé lién hé véi Quy khach vé cac san pham, dich vu va wu dai ma ching téi tin rang Quy
khach c6 thé quan tam hodc mang lai loi ich tai chinh cho Quy khach.

3.3 Mat khac, ching t6i s€ coi di liéu ca nhan cla Quy khach la riéng tw va bi mat va ngoai cac bén
da néu & trén, ching toi sé khong tiét 10 dir liéu ciia Quy khach cho bat ky bén nao khac ngoai triv:

(i) khi Quy khach cho phép chung téi tiét 19;
) khi chung téi dwoc yéu cau hodc duwoc cho phép tiét 16 theo quy dinh phap luat;
iii) khi chung téi dwoc yéu cau va dwoc cho phép theo quyét dinh cua toa an;

iv) khi ching t6i chuyén giao quyén va nghia vu theo (cac) thda thuan gitra Quy khach va

chung t6i; va’hoac

(v) khi ching t6i budc phai dap (rng nghia vu cia minh véi bat ky co' quan quan ly cé thdm

quyén nao.

Bao mat va quan trj rai ro déi v&i div liéu ca nhan cua Quy khach

4.1 Hiéu dwoc tdm quan trong cla viéc bdo vé di liéu, ching t6i coi di¥ liéu 1a tai san quy gia cla
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4.2

5.2

minh, do d6 ching téi rat coi trong viéc dam bao an toan dbi véi di liéu ca nhan ctia Quy khach. Tuy
nhién, viéc xt ly di liéu ca nhan cta Quy khach cé kha nang gay ra nhirng hau qua, thiét hai
khéng mong muén nhuw rdi ro rod ri di¥ liéu hodc cac hoat dong xt ly di¥ liéu khdng phu hop. Méc
du khéng thé dam bao an toan tuyét déi, ching t6i cam két nd lwc bao vé dir liéu ca nhan ctia Quy
khach va thwdng xuyén xem xét, cap nhat cac bién phap quan ly va ky thuat khi x ly d liéu ca
nhan cta Quy khach.

Nhan viép cla chung t6i dwoc dao tao dé xo ly di¥ liéu mét cach an toan va v&i sy ton trong toi
da, va néu vi pham sé bj xtr ly ky luat.

Quyén va nghia vu ctia Quy khach lién quan dén dir liéu ca nhan ma ching toi thu thap

Quy khéach cé quyén duoc thong béo‘vé cach thrc chung toi xt ly di¥ liéu ca nhan, nhw dwgc néu
tai Thong Bao Bao Mat nay va cac dieu khoan bao mat trong (cac) thda thuan cia Quy khach véi
chung toi

Chung t6i c6 thé hd tro Quy khach truy cép, xem, chinh stra, hodc yéu cau chinh stra d¥ liéu ca
nhan clia Quy khach do ching téi nam gidr.

(i) Khi Quy khach mudn truy cap vao, hoéc xem d liéu ca nhan clia Quy khach ma chung
t6i dang ndm gilr, ho&c khi Quy khach cho rang di liéu ca nhan dwoc chung toi nam gilr
la khdng chinh xac, khéng day da, gay hiéu nham hodc khong cap nhat, néu cd lién quan,
Quy khach co thé yéu ciu chung t6i théng qua cac Chi nhanh clia ching téi tai thanh phd
Hb6 Chi Minh va Ha Néi hodc théng qua (cac) kénh giao dich khac ma Ngan Hang cung
cap tuy tirng thoi diém.

(i) Chung t6i s& nd lwc hop ly dé dap (ng yéu cau truy cap, xem, hodc chinh sira dir liéu ca
nhan cGa Quy khach trong khoang thdi gian theo quy dinh cla phap luat ké ti khi nhan
duwoc yéu cau hoan chinh va hop 1& va phi x& ly lién quan (néu cé) tr Quy khach, tuy
thudc vao quyét dinh clGa chung téi dwa trén bat ky sw mién trir va/hodc ngoai 1& ndo theo
quy dinh phap luat.

(i) Xin lwu y réng chung tai c6 thé tir chdi quyén truy cap vao di liéu ca nhan clia Quy khach
trong mot sé trwdng hop nhét dinh, vi du nhw khi ching téi khéng thé xac nhan danh tinh
clia Quy khach hoac khi di¥ lieu dwgc yéu cau co tinh chéat thwong mai bi mat hodc trong
trwdng hop ching t6i nhan dwoc nhiéu yéu cau 13p lai dbi véi cung mot div liéu, hodc khi
¢6 nhitng ly do khac ma chung t6i thay la can thiét.

(iv) Tuy nhién, ching téi sé théng bao cho Quy khach vé ly do khéng thé déng y véi yéu cau
clia Quy khéach.

(v) Cing xin lwvuy réng, chung t6i co thé, bang quyét dinh cla minh, cho phép chinh stra theo
yéu ciu va/hoac co thé yéu ciu thém tai liéu chirng minh vé di liéu méi dé tranh gian lan
va khdng chinh xac.

(vi) Quy khach c6 thé héd tro ching t6i cap nhat di¥ liéu ca nhan ctia minh (chéng han nhw cap
nhat sb dién thoai lién lac va dia chi nhan thw hién tai ctia Quy khach), didu nay cho phép
chuiing t6i phuc vu Quy khach mét cach tét hon va thuwe hién cac quyén va nghia vu theo
hop ddng véi Quy khach va thye hién cac hanh déng dé tuan tha cac quy dinh cta phap
luat hién hanh.

Quy khach c6 quyén ddng y cho phép xt ly di¥ liéu ca nhan cta Quy khach va, trong chirng muc
dwoc phap luat hién hanh cho phép, rut lai sy déng y dbi véi bat ky hodc tat ca cac muc dich xt
ly di¥ li&u ma ching téi thwe hién dwa trén sw déng y ctia Quy khach, nhu dwoc néu trong Théng
Bao Bao Mat nay va bidu mau thu thap sy déng y, bdng van ban theo mau cé sén tai cac chi
nhanh clia chung tdi. Néu Quy khach rut lai sy déng y cia minh déi véi bat ky hodc tat ca cac muc
dich xt ly di¥ liéu ma chang t6i thwe hién dwa trén sy ddng y clia Quy khach va tuy thudc vao ban
chéat yéu cau cta Quy khach, ching tdi cé thé sé khong tiép tuc cung cap dwoc cac sadn pham
ho&c dich vu cla ching tdi dén Quy khach. Viéc rat lai sy ddng y nay sé dwoc xem |a s chdm
dirt tlr phia Quy khach cho bat ky méi quan hé hop ddng ndo ma Quy khach cé véi ching téi, va
vi pham nghia vu hodc cac cam két theo hop dong clia Quy khach, déng théi ching t6i bao lwu
mot cach rd rang cac quyén va bién phap khac phuc hop phap cla chang t6i trong nhirng trudng
hop do.

Xin lwu y rang viéc rut lai sy ddng y déi véi viéc st dung sb dién thoai tai Viét Nam, email hoéc
cac dir liéu ca nhan khac ctia Quy khach cho muc dich tiép thi va quang cao can dwoc thyc hién
riéng biét.
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5.3

54

5.5

6.2.

6.3.

Quy khach ciing cé thé

(i) Phan dg‘)i viéc chung t6i xt ly di liéu ca nhan cua Quy khach cho muc dich quang cao
hogc tiép thi, hodc hoat dong chia sé, chuyén giao, hoac tiét 10 di¥ liéu ca nhan cta Quy
khach cho cac bén cu the;

(i) Yéu cau han ché mét sb hoat dong xir ly dir liéu ca nhan ctia Quy khach, trir khi hoat dong
dé dwoc phap luat yéu cau thwc hién;

(iii) Yéu cau thwc hién cac bién phap bao vé di liéu;

(iv) Yéu cau cung cép, x6a, hoac hiy di liéu ca nhan ctia Quy khach néu Quy khach chép
nhan cac rdi ro va thiét hai phat sinh tr yéu cau cua Quy khach va véi dieu kién la yéu
cau cla Quy khach dap &rng dwoc cac nguyén tac do Phap Luat Bao Vé Dir Liéu Ca Nhan
quy dinh.

Lién quan dén ndi dung nay, lwu y rang div liéu ca nhan cia Quy khach sé duwoc xéa hodc
hay trong cac trwong hop sau day: (a) muc dich x&r ly di¥ liéu ca nhan da dat dwoc; (b)
thoi han lwu trir theo quy dinh ctia phap luat hién hanh da hét; (c) theo quyét dinh cla co
quan nha nwéc cé thdm quyén; (d) theo thda thuan; hodc (e) cac trwdng hop khac theo
quy dinh cta phap luat.

Xin lwu y rdng mot s6 hoat dong x( ly, chia sé hodc Iwu triv di liéu & can thiét cho hoat dong cla
chuing tdi, va viéc nglrng cac hoat dong nay cé thé dan dén viéc chung téi chdm dirt cung cép dich
vu cho Quy khach. Chung téi s& x( ly yéu cau ciia Quy khach trong khoang thei gian do phap luat
quy dinh ké tir khi nhan dwoc biéu mau yéu cau hoan tat. Trong trwdng hop viéc xéa hodc hay la
khong thé thwc hién dwoc vi nhivng ly do hop [&, ching téi sé théng bao cho Quy khach.

Quy khach c6 quyén khiéu nai, t6 cao, khdi kién, yéu cau bdi thwong thiét hai hoac thuc hién cac
quyen tw bao vé khac, neu Quy khach tin rang hoat dong xtr ly di¥ liéu ca nhan cua Quy khach
cula chung t6i vi pham phap luat hodc cac quyen va lgi ich hgp phap ctia Quy khach.

(i) Néu Quy khach nghi ng® rang di¥ liéu ca nhan ctia minh bi s& dung sai muc dich, Quy
khach c6 thé glvi cau hdi hodc khiéu nai vé cach chung t6i st dung di liéu ca nhan cla
Quy khach théng qua (cac) kénh ma ching téi cung cép tuy tieng thei diém tai dia chi
https://www.uob.com.vn/about/contact-us.page.

(if) Chuyén gia bao vé di liéu cua chung t6i sé tiép nhan khiéu nai ctia Quy khach va, tay
thudc vao tinh chat va mirc do r]ghiém trong cua cau h6j hodc khiéu nai, chuang toi sé thuc
hién cac hanh dong phu hgp dé xt ly cau hédi hoac khiéu nai ctia Quy khach.

Théng Bao Bao Mat nay khong dwoc xem 1a vi pham Diéu Khoan va Biéu Kién. Cac quyén cua
chung t6i theo Thong Bao Bao Mat nay dwoc xem la bd sung va khdng anh hudng dén cac quyén
khac vé thu thap, st dung, tiét 16, va cac hoat dong xt ly di liéu ca nhan khac dwoc néu trong
Diéu Khoan va Diéu Kién hodc theo phap luat hién hanh quy dinh va khéng mét diéu khoan nao
trong Théng Bao Bao Mat nay ham y han ché béat ky quyén nao khac.

Lwu triv dir liéu ca nhan cua Quy khach

Chung toi s& bat dau hoat dong x ly tir thdi diém chung téi thu thap di liéu ca nhan cla Quy
khach nhw dwoc néu tai Muc 1.2.

Chung t6i sé& lwu triv div liéu ca nhan cta Quy khach trong khoéng thei gian dwoc yéu cau dé thuc
hién méi quan hé véi Quy khach, nham tuan tht Théng Bao Bao Mat nay va’hodc céc diéu khoan
va diéu kién trong (cac) thoa thuan gitra Quy khach va chidng téi, trong khoang thi gian can thiét
khac dwoc phap luat quy dinh, hodc trong khodng thoi gian khac ma cac muc dich cho viéc thu
thap dir liéu ca nhan ctia Quy khach van con hiéu luc.

Chung t6i s& nglrng lwu trir di¥ liéu ca nhan ctia Quy khach ngay khi cé di can ct dé tin rang viéc
Ity trlr di liéu ca nhan cua Quy khach khdng con phuc vu cac muc dich dé néu trén va khéng con
can thiét cho bat ky muc dich phap ly, tuan tha hoac tai chinh nao.

Trwong hop div liéu ma Quy khach cung cap khéng day da

UOB dwa vao di liéu ca nhan cta Quy khach dé cung cap cac san pham va dich vu dén Quy
khéch, b&i 1€ do, Quy khach can dam bao r::;ng tai moi thoi diém, cac théng tin do Quy khach cung
cap cho chung t6i la dung, chinh xac va day du. Quy khach can cap nhat kip thoi tat ca thay doi
doi voi cac thdong tin da cung cap cho chung toi.

Trwdng hop Quy khach rut lai ddng y vé viéc cho phép x& ly, bao gébm nhwng khéng gi6i han &
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viéc thu thap, st dung va tiét 16 div liéu ca nhan cha Quy khach theo Théng Bao Bdo Mat nay, thi
viéc rut lai dong y d6 co thé lam cho dich vu cla chang toi bi gi¢i han, han ché, tam nging, hay
bd, ngadn can hodc bi cAm doan, tuy tirng trwdng hop. Chung t6i s€ khong chiu trach nhiém déi
v&i Quy khach cho bat ky tén that nao phat sinh, va cac quyén hop phap cla chung toi sé dwoc
bao Iwu mét cach rd rang déi véi viéc gii han, han ché, tam ngirng, hiy bd, ngan can hodc cdm
doan dé.

Stra d6i Thong Bao Bao Mat
Thoéng Bao Bao Mat nay cé thé dwoc slra ddi tuy tirng thdi diém. Thong bao vé bat ky sy stra ddi

nao sé dwgc dang tai trén trang théng tin dién tlr cla ching toi va/hodc cac phwong tién lién lac
khac ma chung tbi cho la phu hop.

Lién hé vé&i ching téi vé quyén riéng tw cia Quy khach va vé cach thirc ma ching téi xr ly
dir liéu ca nhan cua Quy khach

Trwdng hop Quy khach cé bat ky cau héi nao lién quan dén Thong Bao Bao Mat nay hoac cach
ching t6i x& ly di liéu ca nhan caa Quy khach, vui long trao déi voi bat ky Nhan Vién Dich Vu
Khach Hang nao tai bat ky chi nhanh nao cta ching t6i hoac lién hé véi chung téi tai:

(i) Cac dwdng day néng:

o Buwong day ndng danh cho Khach hang ca nhan: 1800 599 921 (Trong nwéc) | +84
28 3898 9999 (Qudc té)

. Buong day nong Ngan hang doanh nghiép vira va nho: +84 28 3868 9700 (Trong
nuwéc & Quoc té)

. Buong day nong Ngan hang doanh nghiép Ion: 1800 558 880 (Trong nworc) | +84
28 3933 1999 (Qudc té)

(i) Bia chinhan thuw:

Tang ham va Tang trét, Toa nha Central Plaza
17 L& Duan, Phuwdng Sai Gon, Thanh phd H6 Chi Minh, Viét Nam
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PRIVACY NOTICE
(Individual)

United Overseas Bank (Vietnam) Limited and its related corporations (collectively “UOB”, “we” or “us”
value your privacy and strive to protect your personal data in compliance with the laws of Vietnam.

We will only collect and use your personal data in accordance with such laws (including Law No.
91/2025/QH15 dated 26 June 2025 on Personal data protection, Decree No. 356//2025/ND-CP dated 31
December 2025 providing details on certain provisions and implementation measures of the Law on
Personal data protection (together referred to as, the “Personal Data Protection Regulations”) (as
amended or replaced from time to time), this Privacy Notice and/or the privacy terms in your agreement(s)
with us.

This Privacy Notice forms a part of the terms and conditions governing your relationship with us (including
Terms and Conditions Governing Accounts, UOB Debit Card Products and Services, UOB Credit Card
Terms and Conditions, the UOB CashPlus account Terms and Conditions and any relevant documents in
which this Privacy Notice is referenced) (collectively “Terms and Conditions”) and should be read in
conjunction with those Terms and Conditions. By applying for or using our products or services or by giving
us access to your personal data, you confirm that you have read and understood this Privacy Notice.

This Privacy Notice explains:
e What kind of personal data we collect and how we collect it;
e How and why we process your personal data;
e The parties that we disclose the personal data to;
e When the processing of your personal data begins and ends;
e Your rights and obligations in relation to the personal data we collect; and

e The undesirable consequences or damages that may occur during the processing of your
personal data.

For the avoidance of doubt, this Privacy Notice is applicable only if you are an individual. For the purpose
of this Privacy Notice, “your personal data” includes personal data of customers or those of any individual
provided by customers to UOB, or received or collected by UOB for the purposes set out herin. By providing
personal data relating to a third party (e.g., information of your dependent, spouse, children and/or parents,
friends, beneficiaries, attorneys, partners, emergency contacts, or other individuals) to us, you represent
and warrant that the consent of that third party has been obtained for the processing (including but not
limited to collection, use and disclosure) of the personal data for the purposes listed herein. You further
agree to indemnify and hold us harmless from any liability, loss, or damage arising out of your failure to
comply with the obligation to obtain such consent from the third party in relation to the provided data.

We act as a personal data controller and processor for the personal data we collect from you or during the
course of our dealings with you. This means that we determine the purposes for and the manner in which
such personal data is processed and when acting as the personal data processor, we directly process such
personal data.

1. What kind of personal data we collect and how we collect it

1.1 In order to enable us to fulfill the data processing purposes stated in Section 2 - How and why we
process your personal data, we, and the data processor that we engage from time to time, may
need to and/or may be required to collect, analyse, synthesize, encrypt, decrypt, modify, delete,
destruct, de-identity, provide, disclose, transfer or conduct any other relevant activities that impact
on (collectively “process”) personal data, including any data in the forms of symbols, letters,
figures, images, sounds or similar forms in the electronic environment (digital data) or information
in other forms/environments, which relates directly or indirectly to you and/or your transactions with
us. We, as a credit institution and as the data controller cum processor, and the data processor
that we engage from time to time, may process personal data collected about you or third parties
related to you, which are considered as sensitive personal data, including but not limited to the
following:

(i) Family name, middle name and first name as stated in the birth certificate, and other
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1.2

(xxiii)

(xxiv)

names (if any);
Date of birth; date of death or date gone missing;
Gender;

Place of birth, place of birth registration, place of registered permanent residence, place
of registered temporary residence, place of current residence, hometown, contact
address;

Nationality;

Personal images; information captured on security systems (including a recording of your
image on Closed Circuit Television (CCTV));

Phone number, personal identification number, passport number, driver’s license number,
license plate number;

Marital status;
Information on family relationships (parents, children, spouse);
Information on personal digital accounts;

Data monitoring behavior and activities related to the use of telecommunication services,
social networks, online communication services, and other services in cyberspace;

Details of access to our websites and applications, including but not limited to, location
data, traffic data and other communication data (such as IP address), and the resources
that are accessed,;

Information about bank card, data created as a result of the operation of a card or a card
account, data on how customer manage and use a card, customer behaviors, actions, or
interests demonstrated across digital platforms;

Data revealing racial origin and ethnic origin;

Views on politics, religion and belief;

Information on private life, personal secrets, family secrets;
Health status;

Biometric data, genetic characteristics;

Data about crimes and violation against laws that are obtained and kept by law
enforcement agencies;

Personal location data that are identified through positioning services;

Log in names and passwords for access to individual’s electronic identification accounts;
images of ID cards, citizen ID cards, personal identification cards;

Log in names and passwords for access to bank accounts; data on transaction history of
bank accounts; financial and credit information and other information relating to financial
activities and transaction history, securities, and insurance of clients at credit institutions,
foreign bank branches, intermediary payment service providers, securities institutions,
insurers, and other authorised organisations;

Communications (including telephone, conversations over landlines and mobile phones,
emails, instant messaging, chat rooms, fax and other electronic communications) between
you, your authorised representatives, agents and contractors and and our employees,
agents, consultants, contractors or other personnel and non-UOB individuals (such as
employees of our clients);

Other data that is relevant to the provision of our products and services (including the
personal data that may be required by laws and regulations to be kept confidential or to
which strict confidentiality measures must be applied), as may be communicated to you
from time to time.

We, and the data processor that we engage, may obtain these data from yourself when you apply
for, or during the course of our provision to you of, any of our products and services, and from a
variety of sources, including but not limited to:
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(i)

(if)
(iif)

(iv)

(v)

(vi)
(vii)
(viii)

(ix)
x)

(xi)
(xii)

through your relationship with us, for example information provided by you in application
forms or supporting documents, when using our products or services, when taking part in
customer surveys, competitions and promotions, and during financial reviews;

through your verbal and written communications with us and/or our authorised agents;

from our suppliers, service providers, partners, merchants and third parties, including but
not limited to survey, social media, marketing, credit reference, fraud prevention, data
aggregating agencies, infrastructure and facilities support providers, and other third parties
in connection with our business;

from third parties connected with you, such as employers, joint account holders,
guarantors, security providers, co-partners, co-directors and co-shareholders;

from any credit reporting agencies, credit reference agencies and governmental agencies,
or information obtained from any publicly available sources, directories, or registries;

from the State Bank of Vietnam or other competent authorities in Vietham or overseas;
through recorded footage from the CCTV at our premises;

from an analysis of the way you use and manage your account(s)/facility(ies) with us, from
the transactions you make and from the payments made to/from your
account(s)/facility(ies);

via cookies or other similar tracking devices/tools;
via electronic information website, electronic information gateway, application;
from the National Database Center; and/or

from open data source, third party source, where you have consented to the collection, or
where collection is required or permitted by law.

We only do this to the extent permitted by applicable law for legitimate purposes or other purposes
permitted or required by law. We collect this type of personal data for several reasons including
but not limited to: (a) record purposes; (b) complying with applicable law and regulations; (c)
complying with internal procedures and policies; (d) facilitating administration and support; (e)
assisting with security, crime prevention and anti-fraud purposes; and (f) investigating or detecting
unauthorised use, wrongful use or abuse of our services, systems or other materials.

How, why and on what basis we process your personal data
We, and the data processor that we engage, may process your personal data for one or more of
the following purposes:

Purposes Activities Processing basis
2.1 Essential Banking (i) to verify identity and perform | Our processing is
Operation background checks, including | grounded in our

authentication and screening | compliance  with  the
processes; prevailing regulations of

(i) to check against any “Do Not | Vietnam, including the
Call” lists or other applicable | applicable Law on Credit
registries (if available); Institutions, Law on Anti-

(iii) to evaluate and process your Money Laundering and

application(s) or request(s) the.ir- i guideline.s.. These
for any products or services activities are legitimate and
we offer or distribute, | conducted solely on a
including third-party products | strictly necessary basis.

such as insurance policies; e
P These activities are

(iv) to verify your financial status | essential for enabling us to
through  credit reference | provide you with banking
checks; products and services

effectively per your request

and in compliance with
applicable regulations.

(v) to underwrite, establish and
evaluate your
creditworthiness, to mark,
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rank, evaluate credit
information;

(vi) to enable us to assess
whether to initiate or continue
providing yaany of our
products and services to you.

2.2 Marketing and
promotion

to share information, offers, and
marketing promotions  about
products, services, or events from
UOB and its business partners that
may be of interest to you.

We may occasionally contact you
with  information about our
products, services, promotions, or
special offers through various
channels, including email, SMS,
phone calls, or direct mail. These
updates are sent periodically,
typically no more than a few times
per month, depending on the
relevance of our offerings. You
always have the option to adjust
your preferences or opt out of
these communications by following
the instructions provided in each
message or contacting us directly.

Our processing relies on
your consent.

2.3 Provision of products
and services purposes
in accordance with our
agreement with you

(i) to manage and maintain your
account(s) and facility(ies)
with us;

(i) to provide/send statements,
mail, letters  or  other
communications to you or to
related parties, and update
your personal information;

(iii) to perform data entry and to
verify the completeness and
accuracy of customer data
entered into the system;

(iv) to authenticate your identity
for access to digital/electronic
accounts, personalize your
experience with our products
and services, and monitor
your access and membership
with related third parties;

(v) to auto-enroll you in digital
applications to manage your
card and card account,
including but not limited to our
mobile application, digital
credit card statements,
biometric authentication, and
biometric fraud detection
solutions;

(vi) to monitor and record calls
and electronic

We process your personal
data as necessary to fulffill
both our obligations and
yours under the product or
service agreements we
have with you.
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communications with you and
other related third parties;

(vii) for ~ reward  redemption
fulfillment, gift delivery, mile
transfer redemption,

(viii) to perform
card/account/transaction
suspension, blockage or
closure;

(ix) to protect or enforce our
rights, including to collect fees
and charges and to recover
any debt owing to us; and/or

(x) to undertake other activities in
connection with our provision,
operation, processing, and
administration of products
and services to you, and to
serve other purposes that we
deem appropriate from time to
time.

2.4 Legitimate Business
Operation

(i) to better manage our
business and your
relationship with us
(includingto  the training
provided to our staff);

(i) to better understand your
current and future investment
needs and your financial
situation;

(iii) to improve, enhance,
personalize, and tailor our
products and services
including online services, and
to develop new products and

services;

(iv) to administer offers,
competitions, campaigns and
promotions;

(v) to respond to customer
inquiries and complaints, and
to resolve disputes and
defend against claims.

(vi) to undertake and comply with
contractual arrangements
between us and other parties;

(vii) to conduct market research,
surveys and data analysis
relating to any service or
product provided by us
(whether conducted by UOB
or jointly with another party)
which may be relevant to you;

(viii) to collaborate with our

Our processing is based
either on your consent or
the necessity to fulfill our
mutual obligations under
the product or service
agreements we have with
you.

Many of these actions are
critical to our ability to
deliver the banking
products and services you
require and to ensure
compliance with legal and
operational standards.
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suppliers/service
providers/vendors on matters
related to you;

(ix) to assess any proposed

(x)

acquisition, implement any
acquisition or transfer of
business and/or  assets,

transfer or assign our rights,
interests or obligations under
your agreement(s) with us.

to produce data, reports and
statistics, responses, for
ourselves or for our related
third parties or upon requests
from the State Bank of
Vietnam, other competent
authorities, or related third
parties;

(xi) to meet or comply with UOB’s

internal
procedures.

policies and

2.5 Compliance purposes in
accordance with
applicable law

(i)

(ii)

(iif)
(iv)

(v)

for risk assessment,
statistical, trend analysis and
planning purposes, including
to carry out data processing
statistical, credit, risk and anti-
money launderting analyses,
to create and maintain credit
scoring models, and review
and maintain credit history of
individuals;

to maintain accurate KYC
information, detect, prevent,
and investigate crime,
offences, or breaches and
conduct anti-money
laundering, credit and
backgroud checks or other
checks as required;

for audit, compliance and risk
management purposes;

to meet or comply with any
applicable rules, laws,
regulations, codes of practice
or guidelines, orders or
requests issued by any court,
legal or regulatory bodies
(both national and
international) (including but
not limited to disclosures to
regulatory bodies, conducting
audit checks, surveillance
and investigation);

CCTV footage for public
safety and the safety of our
employees; detecting and
deterring suspicious,

Our processing is based on
our  compliance  with
applicable regulations in
Vietnam, including the Law
on Credit Institutions, the
Law on Anti-Money
Laundering, and their
related guidelines. These
activities are essential for
enabling us to provide you
with banking products and
services effectively per
your request and in
compliance with applicable
regulations
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26

2.7.

inappropriate or unauthorised
use of our facilities, products,
services and/or premises;
detecting and  deterring
criminal  behavior; and/or
conducting incident
investigations; and/or

(vi) for any other purpose that is
required or permitted by any
law, regulations, guidelines
and/or relevant regulatory
authorities.

Cookies

A cookie is a small text file that a website can send to your browser, which may then store it on
your system. We use cookies in some of our pages to collect information about users of our website
(for example, store users’ preferences and record session information) and the information that we
collect is then used to ensure a more personalised service level for our users. You can adjust
settings on your browser so that you will be notified when you receive a cookie. Should you wish
to disable the cookies associated with these technologies, you may do so by changing the settings
on your browser. However, by doing so, you may not be able to use certain functions or enter
certain part(s) of our websites.

Other purposes

Unless required by law, we will ask for your consent before using your personal data for a purpose
other than those that are set out in this Privacy Notice and in the privacy terms in your agreement(s)
with one or more members of the UOB Group.

Disclosure of your personal data

In order to provide you with our products and services and to manage and/or operate the same,
and/or to serve other purposes as described above, we may disclose your personal data or
personal data of third parties related to you, to the following parties:

(i) companies and/or organisations within UOB Group;

(i) companies and/or organisations that act as our vendors, suppliers, partners, agents and/or
professional advisers, including but not limited to companies providing administrative,
mailing, telemarketing, direct sales, call centre, business process, travel, visa, knowledge
management, human resource, data processing, information technology, computer,
payment, debt collection, credit reference and other background checks, custodian,
depository, plastic card, clerical, market research, advertisement, data modelling, reward
redemption, record storage and management, data entry, pre-screeing and verification,
legal, network website or social media, telecommunication, SMS delivery or email delivery,
network connection, telephone, infrastructure facilities and technology support, workforce
management, risk reporting, credit decision, information security, software maintenance
and licence, data center, voice and conferencing, and advisory services, and/or other
services in connection with, or support to, the operation of our business;

(iii) your advisers (including but not limited to accountants, auditors, lawyers, financial advisers
or other professional advisers) where authorised by you;

(iv) any person notified by you as authorised to give instructions or to use the
account(s)/facility(ies) or products or services on your behalf, including your joint account
holders;

(v) any actual or proposed assignee or other third party as a result of any restructuring of
facilities granted to you or the sale of debts, or the acquisition or sale of any company or
assets by us;

(vi) the police or any public officer conducting an investigation in connection with any offence
including suspected offences;

(vii) any guarantors or security providers for the facility(ies) granted by us to you;
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3.2.

3.3.

4.2.

5.2.

(vii)  any rating agency, insurer or insurance broker or direct or indirect provider of credit
protection;

(ix) any court, tribunal or authority, whether governmental or quasi-governmental with
jurisdiction over us;

(x) the Credit Information Center of Vietnam or any other authority or body established by the
State Bank of Vietnam or any other authority having jurisdiction over us;

(xi) any credit reporting agencies or credit reference agencies;

(xii) any credit institutions, foreign bank agencies and branches, financial institutions,
merchants, VISA International Services Association, MasterCard International
Incorporated, other card associations in relation to any products and services provided to
you by us;

(xii)  the National Database Center;

(xiv)  any person, authorities or regulators or third parties to whom we are permitted or required
to disclose under the laws of any country, or under any contractual or other commitment
between third party and us;

(xv) any person intending to settle any moneys outstanding under any of your account(s) with
us; and/or

(xvi)  any person in connection with the enforcement or preservation of any of our rights under
your agreement(s) with us or otherwise,

subject at all times to any laws (including regulations, guidelines and/or obligations) applicable to
us (whether in or outside Vietnam), for any of the purposes set out above.

Additionally, the individual entities within the UOB Group, our merchants and strategic partners
may contact you about products, services and offers, which we believe may be of interest to you
or benefit you financially.

We will otherwise treat your personal data as private and confidential and apart from the parties
stated above, we will not disclose your data to any other party except:

(i) where you have given permission;

(i) where we are required or permitted to do so by law;

(iii) where required or authorised by any order of court;

(iv) where we may transfer rights and obligations under your agreement(s) with us; and/or
(v) where we are required to meet our obligations to any relevant regulatory authority.

Security of your personal data and risk management

Understanding the importance of personal data protection, we treat information as our valuable
asset and therefore we place great importance on ensuring the security of your personal data.
However, the processing of personal data may pose the potential undesirable consequences and
damages, such as data leakage or inappropriate handling of data. While security cannot be
guaranteed, we strive to protect your personal data and regularly review and update our technical
and organisational security measures when processing your personal data to ensure that your
personal data is not subject to unnecessary risks.

Our employees are trained to handle personal data securely and with utmost respect, failing which
they may be subject to disciplinary action.

Your rights and obligations in relation to the personal data we collect

You have the right to be informed about how we process your personal data, as outlined in this
Privacy Notice and in the privacy terms within other agreement(s) with us.

We can assist you to access, view, modify or request the modification of your personal data held
by us.

0] Where you wish to have access to, or view your personal data in our possession, or where
you are of the opinion that such personal data held by us is inaccurate, incomplete,
misleading or where relevant, not up-to-date, you may make a request to us via our branch
network in Ho Chi Minh City and Ha Noi City or via other channel(s) that we may make
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5.3.

5.4.

available from time to time.

(i) We will use reasonable efforts to accommodate your request to access, view or modify
your personal data within of the statutory timeline upon receiving your duly completed and
proper request and the relevant processing fee (if any), subject to our right to rely on any
statutory exemptions and/or exceptions.

(iii) Please note that we may have to withhold the access to your personal data in certain
situations, for example when we are unable to confirm your identity or where the data
requested for is of a confidential commercial nature or in the event that we receive
repeated requests for the same data, or any other reasons that we deem necessary.

(iv) Nevertheless, we will notify you of the reasons for not being able to accede to your request.

(v) Please also note that we may exercise our discretion in allowing the modification
requested and/or may require further documentary evidence of the new data to avoid fraud
and inaccuracy.

(vi) You can also assist us to keep your personal data (such as your current contact number
and mailing address) up to date, as it will enable us to serve you better and perform any
contractual rights or obligations with you as well as take any action to comply with any
applicable laws and regulations.

You have the right to give consent to our processing of your personal data and, to the extent
permitted under the applicable regulations, you may withdraw your consent given for any or all
purposes we conducted on the basis of your consent as set out in this Notice and consent form in
writing by using the prescribed form which is available at our branches. If you withdraw your
consent to any or all purposes we conducted on the basis of your consent and depending on the
nature of your request, we may not be in a position to continue providing our products or services
to you. Your withdrawal may be considered a termination by you of any contractual relationship
that you may have with us, and a breach of your contractual obligations or undertakings, and our
legal rights and remedies in such event are expressly reserved. Additionally, please be aware that
withdrawing consent for the use of your Vietham telephone number(s), email, or other personal
data for marketing and promotional purposes must be done separately.

You may also:

(i) Object to our processing of your personal data for advertising or marketing purposes, or
to the sharing, transfer, or disclosure of your personal data to specified parties.

(i) Request restrictions on certain processing activities of your personal data, unless
otherwise prescribed by law.

(iii) Request the implementation of measures for data protection.

(iv) Request the provision, deletion or destruction of your personal data, if you accept risks

and damages arising from your request and provided that your request satisfies the
principles as set out in the Personal Data Protection Regulations.

(v) In this regard, it is also noted that your personal data shall be deleted or destroyed in the
following cases: (a) upon the achievement of the personal data processing purposes; (b)
upon the expiration of the retention period according to the laws and regulations ; (c)
upon decisions of competent state authorities; (d) in accordace with agreements; or (e)
other cases according to the laws and regulations.

Please note that certain data processing, sharing, or retention activities are essential for our
operations, and discontinuing them may result in the termination of services. We will process your
request within the statutory timeline upon receiving a duly completed request form. Where your
request for deletion or destruction cannot be carried out due to legitimate reasons, we will notify
you thereof.

You may also file complaints, denunciations and lawsuits, claim damages and perform other self-
defense exercises, if you believe that our processing of your personal data violates the law and or
legitimate rights and interests.

(i) If you suspect that your personal data is used for wrong purposes, you can send your
question or complaint about how we use your personal data via the channel(s) that we
may make available from time to time at https://www.uob.com.vn/about/contact-us.page.
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5.5.

6.2.

6.3.

(ii) Our data protection specialist will receive your complaints and depending on the nature
and severity of your question or complaint, we will take proper actions to handle your
question or complaints.

This Privacy Notice does not derogate from the Terms and Conditions. Our rights under this
Privacy Notice shall be additional and without prejudice to other rights of collection, use, disclosure,
and other personal data processing activities available pursuant to the Terms and Conditions or
under applicable laws and regulations and nothing herein is to be construed as limiting any of these
other rights.

Retention of your personal data

We will start our processing activities from the moment we obtain your personal data as stated in
Section 1.2.

We will retain your personal data for such period or duration as required by your relationship with
us, in compliance with this Privacy Notice and/or the terms and conditions of your agreement(s)
with us, for such other period where otherwise required by the law, or for such other period where
the purposes for which your personal data was collected remain valid.

We will stop retaining your personal data as soon as there are sufficient grounds to believe that
the storage of personal data no longer serves the aforementioned purposes and is no longer
necessary for any legal and financial purpose.

What if personal data provided by you is incomplete

As UOB relies on your personal data to provide products and services to you, you shall ensure
that at all times the information provided by you to us is correct, accurate and complete. You shall
update us in a timely manner of all changes to the information provided to us.

Should you withhold your consent for us to process your personal data in acccordance with this
Privacy Notice, the withdrawal thereof may render our service limited, restricted, suspended,
cancelled, prevented, or prohibited, as the case may be. We will not be liable to you for any losses
incurred, and our legal rights are expressly reserved in respect of such limitation, restriction,
suspension, cancellation, prevention, or prohibition.

Revisions to the Privacy Notice

This Privacy Notice may be revised from time to time. Notice of any such revision will be given on
our website and/or by such other means of communication deemed suitable by us.

Contacting us about your privacy and how we handle your personal data

Should you have any query in relation to this Privacy Notice or how we handle your personal data,
kindly speak to any Customer Service Officer at any of our branches or contact us at:

Hotlines:

Personal Customer Service Hotline: 1800 599 921 (Local) | +84 28 3898 9999 (Overseas)
Business Banking Hotline: +84 28 3868 9700 (Local & Overseas)

Commercial Banking Hotline: 1800 558 880 (Local) | +84 28 3933 1999 (Overseas)
Mailing address:

Basement, Ground Floor, Central Plaza Building

17 Le Duan Boulevard, Sai Gon Ward, Ho Chi Minh City, Vietham
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